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A PASSION TO PROTECT



F'a
THE “MAGIC BULLETI" S )

* |'VE REVIEWED AND WORKED WITH MOST OF THE NATIONAL AND
INTERNATIONAL SPECIFICATIONS ON THE CLASSIFIED SIDE AND ON THE
UNCLASSIFIED SIDE AND |'VE BUILT SOME OF THE MOST DEMANDING HIGH-
PERFORMANCE, HIGH-SECURITY SYSTEMS IN OUR COUNTRY

*  WHAT IT ALL BOILS DOWN TO IS STARTING WITH FUNDAMENTAL SECURITY
BASICS, UNDERSTANDING PERFORMANCE NEEDS AND WORKING FROM THERE

* PEOPLE FOCUS ON COMPLIANCE AND IF THEY MISS DOTTING AN “I"" OR
CROSSING A “T" THEY FAIL COMPLIANCE AUDITS

e THEY ALSO FAIL TO SECURE THEIR SYSTEMS — WE BELIEVE IN BUILDING SECURITY
INTO IT RESULTING IN A NEW REALITY — “SECURED-IT"

*  NO MATTER WHICH SPECIFICATION YOU'RE TRYING TO COMPLY TO,
THE MAGIC BULLET IS TO FOCUS ON FIVE POINTS, BUILD A STRONG SECURITY
FOUNDATION, AND GO FROM THERE — YOU CAN AFFORD TO DO THIS!!!
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CREDENTIALS |

e STAFF «  [TERATE



FIVE-POINT SECURITY. FRAMEWORK © MATRIX

Inventory Policy Budget Security lterate
HW HW-INV HW-PLCY HW-$$ HW-Lock HW-CHK
SW SW-INV SW-PLCY SW-$$ SW-Lock SW-CHK

PW PW-INV PW-PLCY PW-$$ PW-Lock PW-CHK
Data Dafa-INV Data-PLCY Data-$$ Data-Lock Data-CHK
Staff Staff-INV  Staff-PLCY  Staff-$$  Staff-Lock  Staff-CHK

Understand / Establish the Matrix
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START WITH FUNDAMENTAL QUESTIONS )

« DO YOU KNOW WHAT IT YOU HAVE IN YOUR COMPANY WITH A TRUE
INVENTORY S

* DO YOU HAVE A POLICY IN PLACE TO GOVERN WHAT YOU HAVE, HOW IT'S
USED, MANDATORY REQUIREMENTS ON HOW TO PROTECT IT, ETC.¢

« DO YOU HAVE A BUDGET, A TRUE BUDGET, TO ADDRESS YOUR SECURED-IT
NEEDS FOR THIS CATEGORY ¢

* NOW THAT YOU HAVE A GOOD INVENTORY OF WHAT YOU HAVE, A POLICY
ON HOW TO PROTECT IT, AND A BUDGET IN PLACE, HAVE YOU USED THAT
BUDGET TO IMPLEMENT THE NECESSARY SECURITY TO PROTECT IT¢

¢ THINGS CHANGE — ALMOST ALL SECURITY SPECIFICATIONS REQUIRE YOU TO
ITERATE (PERIODICALLY CHECK) TO MAKE SURE EVERYTHING IS STILL OK AND
TAKE APPROPRIATE MEASURES TO RESOLVE ISSUES WHEN THEY ARE
DISCOVERED
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*  START WITH THE BASICS — DO YOU KNOW WHAT HARDWARE YOU HAVE THAT IS
USED TO PERFORM BUSINESS FUNCTIONSS — ALL OF IT¢

HARDWARE INVENTORY

e |FYOU DON'T KNOW WHAT YOU HAVE, YOU CAN'T PROTECT IT

*  WE START WITH SOME OF THE SIMPLE CONCEPTS:

* DO YOU HAVE A PASSIVE HW INVENTORY ¢
(EXCEL SHEET WITH REQUISITE INFO)

* DO YOU HAVE AN ACTIVE HW INVENTORY ¢
(COLLECTS AND STORES INFORMATION ON THE FLY)

* DO YOU HAVE A PROACTIVE HW INVENTORY ¢
(DETECTS NEW DEVICES AS THEY ATTACH TO YOUR NETWORK, COMPARES TO
YOUR INVENTORY AND ADDS IF AUTHORIZED, FLAGS IF NOT AUTHORIZED)

«  WHAT INFO DO YOU COLLECT?

«  COMPUTER NAME, MAC ADDRESS, MAKE AND MODEL, CATEGORY (LAPTOP,
DESKTOP, SERVER, CORP PHONE, BYOD PHONE, NETWORK SWITCH, FIREWALL,
ETC.)



SOFTWARE INVENTORY s)

« NOW THAT YOU KNOW WHAT HARDWARE YOU HAVE DO YOU KNOW WHAT
SOFTWARE IS RUNNING ON THE HARDWARE?

* |FYOU DON'T KNOW WHAT SOFTWARE IS AUTHORIZED TO RUN ON IT, HOW
WILL YOU KNOW IF UNAUTHORIZED SOFTWARE IS RUNNING ON IT¢

*  HOW WILL YOU KNOW IF UNLICENSED SOFTWARE IS RUNNING ON IT¢

* HOW WILL YOU KNOW IF MALWARE IS RUNNING ON T2

 THIS IS A PRIMARY FUNDAMENTAL OF CYBER SECURITY TO DEVELOP SECURED-
IT IN YOUR COMPANY

* DO YOU HAVE A PASSIVE SW INVENTORY ¢
* DO YOU HAVE AN ACTIVE SW INVENTORY?

« DO YOU HAVE A PROACTIVE SW INVENTORY ¢

* HOW WILL YOU PASS CMMC IF YOU DON'T HAVE THESE FUNDAMENTALS ¢



o
PASSWORD INVENTORY \'V 4

WE USE THE TERM “PASSWORD" BUT WE'RE ACTUALLY TALKING ABOUT USER
CREDENTIALS

* PASSWORDS ARE SOME OF THE BIGGEST CHALLENGES IN OUR COMPANIES,
YET MOST COMPANIES DON’T HAVE AN INVENTORY OF PASSWORDS,

 |FYOU DON'T HAVE A PASSWORD INVENTORY, HOW CAN YOU CONFIRM
THAT YOUR POLICIES ARE BEING FOLLOWED?

* THE STRATEGY FOR MOST COMPANIES IS TO “HOPE FOR THE BEST!" —
HOPE IS NOT A GOOD STRATEGY

* THEY CAN'T REVOKE PRIVILEGES IF THEY DON'T KNOW WHAT THEY ARE OR WHO
HAS THEM

* THEY CAN'T CONFIRM THAT PEOPLE ARE USING REGULAR USER ACCOUNTS WHEN
THEY SHOULD, AND ADMIN ACCOUNTS WHEN THEY NEED TO

« THERE ARE NOW READILY AVAILABLE TOOLS TO HELP COMPANIES INVENTORY
AND MANAGE PASSWORDS (CREDENTIALS)
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DATA INVENTORY .

« YIT'S ALL ABOUT THE DATA!"

* ALL CYBER SECURITY IS ABOUT PROTECTING THE DATA, BUT WE FIND THAT
VERY FEW COMPANIES ACTUALLY HAVE A DATA INVENTORY

e |FYOU DON'T KNOW HOW IMPORTANT OR CRITICAL THE DATA IS, HOW DO
YOU KNOW HOW STRONGLY YOU MUST PROTECT IT¢

e YOU CAN'T PROTECT EVERYTHING TO THE STRONGEST LEVEL - $$$

* A GOOD DATA INVENTORY LEADS TO DEVELOPING A STRONG DATA
CLASSIFICATION SYSTEM

* A STRONG DATA CLASSIFICATION SYSTEM LEADS TO IMPLEMENTING THE
CORRECT SECURITY MEASURES

* THIS LEADS US TO MAPPING THE CORRECT AUTHORIZED ACCESS, USING THE
CORRECT CREDENTIALS, FOR THE RIGHT STAFF MEMBERS TO BE GIVEN THE
CORRECT LEVEL OF ACCESS FOR THE TIME PERIOD REQUIRED
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STAFF INVENTORY -

IT MIGHT SEEM SIMPLE IF WE ASK IF YOU HAVE DEVELOPED AND MAINTAIN AN
ACCURATE AND RELEVANT STAFF INVENTORY FOR YOUR SECURED-IT

IF YOU DON'T HAVE AN ACCURATE AND CURRENT STAFF INVENTORY, HOW
CAN YOU MAKE SURE THE RIGHT PEOPLE HAVE THE RIGHT THINGS THEY NEED,
AND THE RIGHT ACCESS TO THOSE THINGS WHEN THEY NEED IT¢

THIS STAFF INVENTORY WILL BE MAPPED TO THE OTHER ELEMENTS AND ASPECTS
IN THE FIVE-POINT SECURITY FRAMEWORK

* USER NAMES WILL BE MAPPED TO DEVICES
* PEOPLE'S NAMES WILL BE MAPPED TO TRAINING

*  PEOPLE'S NAMES AND USER NAMES WILL BE MAPPED TO CREDENTIALS

IN SECURED-IT, THE STAFF INVENTORY IS USED PASSIVELY, ACTIVELY, AND
PROACTIVELY IN ORDER TO ASSIGN AND REMOVE TIME-BASED ACCESS
PRIVILEGES, AND EVEN IN SOME CASES, SOFTWARE LICENSING



PUTTING IT ALL TOGETHER

ASSESS, PLAN, REMEDIATE, ITERATE



FIVE-POINT SECURITY. FRAMEWORK © MATRIX

Inventory Policy Budget  Security Iterate

“Assess”
Evaluate your Baseline Secured-IT
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PLAN REMEDIATION -

DEVELOP A ROADMAP OF WHAT YOU WANT TO REMEDIATE OVER MULTIPLE
ITERATIONS

USE THE RESULTS OF THE BASELINE FIVE-POINT SECURITY FRAMEWORK MATRIX
TO DEVELOP THE FIRST ITERATION OF YOUR SECURED-IT REMEDIATION PLAN

TARGET WHAT YOU WANT TO IMPROVE DURING THE FIRST ITERATION

e IN THE SSO FIVE-POINT SECURITY FRAMEWORK ©, PRIORITIZE REMEDIATION FROM
THE TOP LEFT TO THE BOTTOM RIGHT FOR THE BEST RISK MITIGATION

ENSURE YOU HAVE THE POLICIES, OR DRAFT POLICIES IN PLACE TO HELP GUIDE
REMEDIATION

ENSURE YOU HAVE SUFFICIENT BUDGET IN PLACE FOR EACH ITERATION OF
YOUR REMEDIATION PLAN — ENSURE YOU HAVE MANAGEMENT BUY-IN

“Plan”
Develop a Remediation Plan
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IMPLEMENT REMEDIATION -

* USING THE REMEDIATION PLAN, CAREFULLY PLAN AND IMPLEMENT YOUR
REMEDIATION TO IMPLEMENT TRUE SECURED-IT

e |IMPLEMENT IN SMALL ITERATIONS TO MINIMIZE THE IMPACT ON YOUR
COMPANY'S OPERATIONS

* FOR EACH SECURITY CONTROL, INSTALL, CONFIGURE, AND TEST & VERIFY TO
MAKE SURE EACH CONTROL IS READY FOR USE IN YOUR COMPANY

* DOCUMENT AS YOU GO AND DON'T ASSUME THAT ANYTHING HAS BEEN
PROPERLY COMPLETED WITHOUT VERIFICATION

* YOU CAN USE THIS DOCUMENTATION TO HELP YOU PASS REVIEWS AND AUDITS
— THEY WANT TO SEE EVIDENCE OF COMPLIANCE

 UPDATE THE FIVE-POINT SECURITY FRAMEWORK © MATRIX AS YOU PROGRESS

“Remediate”
Implement you Remediation Plan



ASSESS AND ITERATE

Inventory Policy Budget Security lterate

HW
SW

PW

“Iterate”
Assess your Improved Secured-IT —
Plan the next lteration



PREPARING FOR CMMC

SECURE YOUR COMPANY — DEVELOP COMPLIANCE
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PREPARE FOR CMMGC .

« CMMC COMPLIANCE IS COMING, EVEN THOUGH THINGS ARE STILL IN
TURMOIL

« CMMC WAS ORIGINALLY BASED IN MEETING THE SECURITY CONTROLS
DEFINED IN NIST SP-800-171

 EXO-STAR WAS USED BY LARGE DEFENSE CONTRACTORS FOR A SIMPLIFIED
ASSESSMENT OF THE CYBER SECURITY READINESS OF THEIR SUB-CONTRACTORS
AS ALIGNED WITH THE SECURITY CONTROLS IN NIST 171

* THE ORIGINAL EXO-STAR EVALUATION FORMS USE THE CYBER SECURITY
CONTROLS FROM CIS-20 CSCs (CENTER FOR INTERNET SECURITY — 20
CRITICAL SECURITY CONTROLS) WHICH ARE MUCH EASIER TO FOLLOW

WE USE THE SSO FIVE-POINT SECURITY FRAMEWORK © TO HELP COMPANIES
COMPLY WITH THE CIS-20 CSCS AND ESTABLISH A STRONG SECURED-IT
FOUNDATION TO PREPARE THEM FOR COMPLIANCE WITH OTHER SPECS



PREPARE AND COMPLY REMOTE %)

« HOW CAN YOU PREPARE FOR CMMC COMPLIANCE WITH REMOTE
WORKERS ¢

« HOW DO YOU PROTECT YOUR CORPORATE DEVICES FROM INFECTION@
« HOW DO YOU PROTECT SENSITIVE CORPORATE, CLIENT, AND PARTNER DATA?2

* THESE ARE QUESTIONS YOU SHOULD BE ASKING NOW — BEFORE IT'S TIME FOR A
CMMC AUDIT

*  MANY PEOPLE SAY “VPN" IS THE SIMPLE ANSWER

* THE NEXT COUPLE OF SLIDES ILLUSTRATE SOME OF THE ISSUES WITH THAT
APPROACH THAT RENDER YOUR VPN USELESS, AS WELL AS A SOLUTION THAT
WILL HELP MAKE YOUR VPN EFFECTIVE AND KEEP YOU COMPLIANT!



NON-SECURED HOME OFFICE

e INSTALL COMPANY WAP / FIREWALL FOR SECURE BUSINESS NETWORK




STEPS TO SECHRERSIMECIREICE

e INSTALL COMPANY WAP / FIREWALL FOR SECURE BUSINESS NETWORK




SSO SECURES YOUR EXECUTIVE HOME OFFICE z)

* SSO SIGNATURE REMOTE SUITE FOR YOUR EXECUTIVE HOME OFFICE




\ 4
THREE CHOICES )

WE ALWAYS LET PEOPLE KNOW THERE ARE THREE CHOICES TO FOLLOW:
* DO IT YOURSELF
¢ ASK FOR HELP

* HIRE THE EXPERTS
* |F YOU NEED SOME HELP, JUST GIVE US A CALL
* |F YOU WANT TO HIRE THE EXPERTS, WE OFFER OUR SERVICES TO YOU

 SSO HAS BEEN REMOTE SINCE THE DAY WE OPENED AND FOCUSES ON SMALL
OFFICES AND HOME OFFICES (SOHQO):

*  SSO SIGNATURE REMOTE SUITE IS SPECIFICALLY DESIGNED FOR COMPANY
LEADERS AND THEIR EXECUTIVE HOME OFFICE

+ SSO SOHOWOW! PACKAGE IS DESIGNED FOR SOHO (SMALL OFFICE / HOME
OFFICE) FROM 1 TO 100 STAFF MEMBERS
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BACKUP SLIDES

USEFUL INFORMATION FOR REMOTE WORKERS



REMOTE WORK TOPICS B

* THE UNPREPARED AND RAPID MIGRATION OF WORKERS TO UNCONTROLLED,
UNMONITORED, AND UNSECURED ENVIRONMENTS PUTS MOST COMPANIES AT
SIGNIFICANT RISK
+ CYBERCRIME HAS INCREASED SIGNIFICANTLY IN ATTACKS ON THIS UNPREPARED REMOTE WORKFORCE
+  UNSECURED HOME COMPUTERS ARE BEING USED TO PERFORM BUSINESS FUNCTIONS
* UNSECURED HOME NETWORKS ARE BEING USED TO CONNECT THOSE COMPUTERS
« COMPANY COMPUTERS ARE BEING USED ON UNSECURED HOME NETWORKS
+ OFTEN TIMES HOME NETWORKS ARE SHARED WITH NEIGHBORS OR EASILY ACCESSED BY NON-FAMILY MEMBERS
¢ THE PHYSICAL SECURITY OF HOME COMPUTERS OR CORPORATE COMPUTERS IN HOMES MIGHT BE POOR

> COMPANIES ARE RELYING ON THEIR IT DEPARTMENT (TRAINED IN IT BUT NOT TRAINED IN SECURITY) TO SECURE
REMOTE WORKERS RATHER THAN USING A SECURITY COMPANY PARTNER (TRAINED IN SECURITY)

e (GREAT TIME FOR EMPLOYEE TRAINING!!!



A
USING HOME COMPUTERS FOR WORK )

* AS A RESULT OF THE RAPID MIGRATION OF WORKERS TO REMOTE
WORKPLACES, MANY COMPANIES WERE NOT PREPARED TO PROVIDE THESE
REMOTE WORKERS WITH CORPORATE DEVICES

* AS A RESULT, THEY ARE USING HOME COMPUTERS

« HOME COMPUTERS ARE UNCONTROLLED, OFTEN NOT PROPERLY PATCHED,
MOST OFTEN THE OPERATING SYSTEM CONTROLS ARE NOT PROPERLY
CONFIGURED AND VERY OFTEN, THEY ARE ALREADY COMPROMISED

*  MOST HOME COMPUTER USERS SET UP THEIR COMPUTERS WITH AN ADMIN
ACCOUNT AND THEN CONTINUE USING THOSE COMPUTERS WITH THAT ADMIN
ACCOUNT —

* THIS MEANS IF THEY ARE HACKED, THE CYBERCRIMINAL HAS ACCESS TO ALL OF THE
ADMIN FUNCTIONS AND CAN PERFORM MANY HARMFUL FUNCTIONS OR GAIN
ADDITIONAL ACCESS IN THE HOME NETWORK



HOME COMPUTERS FOR WORK (CONT’D)&)

*  MOST OFTEN USERS HAVE PRIVATE INFORMATION ON THEIR HOME COMPUTERS
AND ALSO USE THEIR COMPUTERS IN WAYS THEY WOULD PREFER TO REMAIN
PRIVATE — IN SOME CASES OTHER FAMILY MEMBERS DO THE SAME

e  WITH THIS IN MIND, MOST COMPANIES" IT STAFF CANNOT INSTALL REMOTE
MONITORING AND MAINTENANCE SOFTWARE ON THOSE COMPUTERS AND
THEIR SECURITY STAFF CANNOT INSTALL SECURITY SOFTWARE OR CONFIGURE
SECURITY SETTINGS —

* THIS LEAVES THE COMPUTERS POTENTIALLY UNSTABLE AND UNSECURED

*  EVEN WHEN REMOTE WORKERS ACCESS THEIR WORK DATA REPOSITORY IN THE
CLOUD, OR THROUGH A SAAS TOOL, USING LEGITIMATE CREDENTIALS, OR
EVEN USING A VPN (VIRTUAL PRIVATE NETWORK), IF THEIR HOME COMPUTER
HAS ALREADY BEEN COMPROMISED, THEIR CREDENTIALS COULD BE CAPTURED
BY CYBERCRIMINALS AND USED FOR ADDITIONAL ACCESS TO BUSINESS DATA
AND BUSINESS FUNCTIONS



USING HOME NETWORKS FOR WORK S)

* IN MANY CASES, HOME NETWORKS HAVE MINIMAL SECURITY AND OTHER
FAMILY MEMBERS OR FRIENDS HAVE READY ACCESS

*  MANY HOME NETWORKS ARE EVEN READILY ACCESSIBLE BY NON-AUTHORIZED
PERSONS

*  HOME NETWORKS OFTEN USE HOME-BASED EQUIPMENT, VERSES COMMERCIAL
LEVEL EQUIPMENT, AND THE SECURITY AND STABILITY IS MARGINAL

* IN MOST CASES THE HOMEOWNER CONTROLS THE CREDENTIALS AND
CONFIGURATION OF THE HOME NETWORK DEVICES, RATHER THAN THE
COMPANY'S SECURITY DEPARTMENT, SO THE SECURITY MIGHT BE POOR AS A
RESULT



USING COMPANY COMPUTERS ON'HOME ﬁ\
NETWORKS \ V 4

*  SOME COMPANIES HAVE PROVIDED REMOTE WORKERS WITH CORPORATE
COMPUTERS TO USE AT HOME

* THIS LETS THE COMPANY MANAGE AND PROTECT THOSE COMPUTERS REMOTELY IF
THEY ARE ALLOWED ACCESS TO THE HOME NETWORK BY THE REMOTE WORKER

* THIS ADDRESSES THE RISK OF USING AN UNSECURED COMPUTER TO PERFORM
BUSINESS WORK

* |T DOES NOT ADDRESS THE RISK OF USING A COMPUTER ON AN UNSECURED HOME
NETWORK TO PERFORM BUSINESS WORK

« EVENIF YOU USE A VPN TO ACCESS YOUR CORPORATE WORKSPACE, YOU ARE
NOT NECESSARILY SECURE IF YOU ARE ON AN UNSECURED HOME NETWORK — YOUR
COMPUTER MIGHT ALREADY BE COMPROMISED

* THE ANSWER IS TO SET UP A SEPARATE NETWORK FOR PERFORMING BUSINESS AND
ISOLATE YOUR COMPANY COMPUTER FROM THE REMAINING USERS ON THE HOME
NETWORK

* A VPNIS A GOOD SOLUTION IF YOU'RE USING A SEPARATE NETWORK DEDICATED
TO PERFORMING WORK



SOME KEY POINTS i\

\ V /4

e DON'T USE YOUR WORK EMAIL FOR PERSONAL SHOPPING — THAT COUPON FROM
NORDTROMS MIGHT LOOK REAL BUT ACTUALLY CONTAIN MALWARE OR SEND YOU
TO A HACKER'S SITE

¢  WE HAVE RESPONDED TO MULTIPLE CIRTS (COMPUTER INCIDENT RESPONSE TEAMS)
FROM EXECUTIVES DOING PERSONAL SHOPPING

* SET UP A REGULAR USER ACCOUNT ON YOUR COMPUTER (WORK OR PERSONAL)
FOR DOING BUSINESS WORK FROM HOME, EVEN IF YOU HAVE ANOTHER ADMIN
ACCOUNT ON THE COMPUTER —

* |IF YOU GET HACKED, THE CRIMINAL WON'T HAVE ACCESS TO YOUR ADMIN FUNCTIONS

e SET UP A WORK NETWORK AT HOME SEPARATED BY A FIREWALL, OR SET UP IN A
WIRELESS ACCESS POINT CAPABLE OF MULTIPLE SECURED / SEPARATE NETWORKS

* |FYOU HAVE TO USE A HOME COMPUTER, SET UP A SEPARATE ACCOUNT, AS A
REGULAR USER, FOR BUSINESS PURPOSES — DO NOT USE AN ADMIN ACCOUNT FOR
DAY TO DAY BUSINESS

*  REMEMBER, YOUR IT DEPARTMENT IS NOT YOUR SECURITY DEPARTMENT — TEAM
WITH A SECURITY COMPANY TO ADDRESS THESE SECURITY CHALLENGES



v
MONITORING NEW REMOTE WORKERS )

* MANY COMPANIES WHO HAVE NOT USED REMOTE WORKERS IN THE PAST
HAVE NOT DEVELOPED AN INHERENT CULTURE TO SUCCESSFULLY TASK AND
MANAGE A REMOTE WORK FORCE

*  MANY EMPLOYEES ARE NOT GOOD AT MANAGING THEIR REMOTE WORK

e WITH THIS IN MIND, MANY COMPANIES ARE LEVERAGING REMOTE WORKER
MONITORING SOFTWARE (GENERALLY ON CORPORATE OWNED DEVICES) TO
CAPTURE RELEVANT STATISTICS ON EMPLOYEE BEHAVIORS DURING WORK
HOURS

*  URLS THEY VISIT — EVEN SCREENSHOTS

* TIME ON KEYBOARD — EVEN KEY LOGGING

*  WHAT IMPACT DOES THIS HAVE ON COMPANY CULTURE AND HOW MUCH
DOES THE SOFTWARE BUT ALSO THE SETTINGS AND ANALYSIS COST?

WHAT POLICIES AND PRIVACY ISSUES NEED TO BE ADDRESSED2 COSTS?
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THE NEW “MOBILE” WORKFORCE .

« COMPANIES ARE SEEING BOTH THE POSITIVES AND NEGATIVES OF HAVING
MORE OF THEIR POPULATION WORKING REMOTELY, BUT MOST HAVEN'T
CONSIDERED WHAT MANY “NEW' REMOTE WORKERS HAVE REALIZED

° WHEN YOU WORK REMOTELY, THERE ARE VERY FEW ACTUAL DEPENDENCIES
ON YOUR COMPANY AND IT IS MUCH EASIER TO CHANGE COMPANIES

« COMPANIES ON THE OTHER HAND EXPERIENCE EXTENSIVE COSTS IN HIRING
AND ON-BOARDING NEW STAFF AND OFF-BOARDING STAFF THAT LEAVES

* THIS PLACES COMPANIES AT ANOTHER SIGNIFICANT FINANCIAL RISK

« COMPANIES NEED TO COMPENSATE STAFF MEMBERS FOR IT COSTS AT HOME —
INTERNET, PHONE, PC, ETC.

e HELP YOUR STAFF BE PRODUCTIVE, ACTIVE AND HEALTHY — DEVELOP YOUR
COMPANY “REMOTE" CULTURE

«  WHAT CHANGES SHOULD COMPANIES MAKE TO ADDRESS THIS NEW
CHALLENGE®?



