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Task
For information to SAME Rhein Main Post members

Purpose
• Improve quality of AE incorporation of ATFP 

requirements in project deliverables by clarifying US 
DoD and EUCOM requirements, explaining USG 
expectations for AEs, and providing resources to AEs

End State
• Familiarity with applicable AT design criteria and

methodologies in order to correctly reference,
apply, and develop building design packages for
US DoD projects throughout Europe

US DoD Antiterrorism  
Design Standards

in Europe

Information Brief

25 August 2023
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• Antiterrorism (AT) Requirement Sources

• Minimum AT Standards

• Additional Requirement Sources

• Facility Design Basis Threat

• AT Responsibilities and Roles

Agenda
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AT Requirement Sources
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AT Requirement Sources, History
Date Event Method Killed Injured Lesson
1983 Beirut  

Barracks
VBEIDs 7k
kg/15k lb

307 75 Standoff &  
barriers

1993 WTC VBIED
606 kg/1,336 lb

6 1042 Underground  
parking

1995 Murrah  
Federal  
Building, OKC

VBIED at 15 ft.  
2,000 kg/4,800 lb

168 258 Progressive  
collapse

1996 Khobar  
Towers, Saudi  
Arabia

VBIED at 72 ft.  
11,000 kg/25,000
lb

20 498 AT Design Codes  
and MWN

1998 US Emb.
Kenya &
Tanzania

VBIEDs
900 kg/2000 lb

224 4000+ FDB & secondary  
fragmentation

2001 WTC Aircraft 2,996 6,000+ Emergency  
management

2008 Mumbai (12) Firearms and  
IEDs

166 308 Coordinated  
attacks

2014 Peshawar  
Army Public  
School

Firearms 141 114 Children (132)

2017 OKC,
BancFirst

VBIED 453
kg/1000 lb

0 0 Persistent tactics
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• Intent
- Minimize mass casualties
- Standardization across DoD to reduce 

subjectivity for reasonable and justifiable 
levels of threat and protection

• Evolution of DoD AT Requirements
- 1999: Interim after Khobar findings
- 2002: First version of UFC 4-010-01
- 2003: Standoff per 25 m & 45 m
- 2007: Minor changes
- 2012: Standoff per bldg. materials
- 2013: Minor changes
- 2018: VBIED threat tactic eliminated as 

minimum standard (But not in EUCOM)

AT Requirement Sources, History
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• DoD Facilities
- Unified Facilities Criteria (UFC)

- UFC 4-010-01 DoD Minimum Antiterrorism Standards for
Buildings

- UFC 4-010-03 Security Measures for High-Risk Personnel
- UFC 4-020-01 DoD Security Engineering Facilities Planning Manual
- UFC 4-020-02 DoD Security Engineering Facilities Design Manual
- UFC 4-021-01 Mass Notification Systems
- UFC 4-022-01 Access Control Points
- UFC 4-022-02 Selection of Vehicle Barriers

- Theater and Agency Supplements
- U.S. European Command AT Operations Order 23-01
- Army Europe Regulation 525-13 Antiterrorism
- IMCOM-Europe Guidelines for Offices
- DoDEA Protection Criteria 4-010-01 
- Army Standard for Access Control Points, 2020
- NATO ACO Directive 80-25 Force Protection

AT Requirement Sources
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Minimum AT Standards for Buildings  
UFC 4-010-01
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• Applicability:
- New Construction
- Changes to Existing Buildings
- Change of Occupancy
- Window Replacement Projects
- HVAC Replacement Projects
- Leased Buildings
- See UFC for more…

• Exemptions:
- “Low Occupancy” Buildings (<11 people)
- “Temporary” and Relocatable Buildings, 

Transitional Spaces
- Not Routinely Occupied
- See UFC for more…

Minimum AT Standards, Introduction
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• UFC 4-020-01 must be used to determine the Design
Basis Threat (DBT) and Level Of Protection (LOP) for
each project

• Use minimum standards of UFC 4-010-01 and
EUCOM only when UFC 4-020-01 results in no
identified threat or level of protection

Minimum AT Standards, Introduction
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• Summary of 2018 UFC changes
- Eliminated VBIED as minimum threat scenario (But not in EUCOM)

- Only protects occupants from collateral damage of VBIEDs  
targeting other buildings (But not in EUCOM)

- Progressive collapse considerations no longer required for  
existing buildings

- Appendix B and C (extensive and includes windows)

• Impact
- Less forgiving for omissions and errors of AT topics in project  

development
- Increased importance of AT stakeholder involvement in planning
- Increased importance of performance and accuracy of facility DBT 

Analysis 
- Increased importance of blast design

Minimum AT Standards, 2018 Changes
*Not Applicable in USEUCOM AOR*
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Minimum AT Standards, Overview
*Revised by USEUCOM AT OPORD*

• UFC 4-010-01 Standards
- Site Planning

• 1: Standoff Distances
• 2: Unobstructed Space
• 3: Drive-Up/Drop-Off Areas
• 4: Access Roads
• 5: Parking Beneath Buildings or on  

Rooftops
- Structural Design

• 6: Progressive Collapse Resistance
• 7: Structural Isolation
• 8: Building Overhangs and  

Breezeways
• 9: Exterior Masonry Walls

- Architectural Design
• 10: Glazing 
• 11: Building Entrance Layout
• 12: Exterior Doors
• 13: Mail Rooms and Loading Docks
• 14: Roof Access
• 15: Overhead Mounted Architectural  

Features
- Electrical & Mechanical Design

• 16: Air Intakes
• 17: Mail Room and Loading Dock  

Ventilation
• 18: Emergency Air Distribution Shutoff
• 19: Equipment Bracing
• 20: Under Building Access
• 21: Mass Notification
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Minimum AT Standards, Stds. 1-4

- Std. 1: Standoff Distances
• No standoff requirements from  

roadways and parking within  
controlled perimeter

• Required standoff to perimeter is 6-
15 m

• Perimeter standoff not required for  
existing buildings

- Std. 2: Unobstructed Space
• Unobstructed space set to 10 m,  

parking allowed

- Std. 3: Drive-Up/Drop-Off Areas
- Std. 4: Access Roads

• Eliminated restrictions for access  
roads, etc.

*Not Applicable in USEUCOM AOR*
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− Std. 10: Glazing
− Windows prescribed

minimum of 6 mm laminated
glass for collateral damage 

− Std. 12: Exterior Doors
− Doors not designed for blast, 

need only to open outwards

Minimum AT Standards, Std. 10&12 Glazing & Doors

*Not Applicable in USEUCOM AOR*
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Minimum EUCOM AT Standards, Stds. 1-4
• EUCOM required VBIED DBTs and LOPs 
• (Refer to EUCOM AT OPORD for values, omitted here for public release)

‒ Large Passenger Car of X kilograms

‒ VBIED DBT sizes are dependent on actual ACP operations, but NO LESS 
THAN X kilograms inside and X kilograms outside an access controlled 
installation

‒ (CUI) Mitigation of only Stationary VBIED tactic required for:
‒ Buildings with DBT Analysis LOP result of “Very Low”

‒ (CUI) Mitigation of Stationary and Moving VBIEDs tactics required
for:
‒ Buildings with DBT Analysis LOP result of “Low” and higher, or
‒ Buildings with 50+ occupants

‒ (CUI) Inhabited buildings must provide at least a “Very Low” LOP 
against VBIED threats

‒ (CUI) Inhabited buildings with 50+ occupants must provide at least a 
“Low” LOP against VBIED threats
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Minimum EUCOM AT Standards, Stds. 1-4
• EUCOM design guidance for VBIED DBTs

‒ Impact: requires standoff, barriers, window designs, wall materials

‒ Standoff and Barriers
‒ Building standoff and wall materials to protect from VBIED 

‒ Use Appendix B of UFC 4-010-01 for VBIED design guidance
‒ Use Appendix C of UFC 4-010-01 for standoff distances

‒ If moving VBIED threat, building standoff must be enforced with 
continuous perimeter of passive and active barriers 

‒ Active barriers shall be rated, but not required to be within 
the DoD Anti-Ram Vehicle Barrier List

‒ Passive barriers not required to be rated if LOP is Medium or 
less, but must comply with specifications within Annex D 
e.g. height, embedment, spacing, weight 
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Minimum EUCOM AT Standards, Stds. 1-4
- EUCOM design standards for VBIED DBTs

- Std. 1: Standoff Distances
• Required from parking, roadways, and 

perimeter, etc.
• Use tables of UFC’s Appendix C
• If moving VBIED tactic applicable, standoff 

shall be enforced with barriers 

- Std. 2: Unobstructed Space
• Unobstructed space extends to end of 

standoff distance; parking not allowed
within

- Std. 3: Drive-Up/Drop-Off Areas
- Std. 4: Access Roads

• If moving VBIED tactic applicable, access 
shall be enforced with rated barrier
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Minimum EUCOM AT Standards, Stds. 1-4

Example Standoff Table from Appendix C of UFC 4-010-01 

*Standoff distance for windows and doors must be individually analyzed,  
and typically control (typically no less than 16 m)*
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Minimum EUCOM AT Standards, Std. 10&12 Glazing & Doors

• EUCOM design standards for VBIED DBTs
‒ Impact: requires standoff, barriers, window designs, wall materials

‒ Windows and Doors
‒ Do not use the UFC prescribed window makeup of Standard 10
‒ Windows and doors must be individually designed based on 

DBT, LOP, and standoff using Appendix B
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Minimum EUCOM AT Standards, Std. 10 Glazing

• Windows often govern required standoff distance
• For operable windows, both inner and outer glazing panes 

shall be laminated
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Minimum AT Standards in EUCOM AOR

- Std. 1: Standoff Distances

- Std. 2: Unobstructed Space

- Std. 3: Drive-Up/Drop-Off Areas

- Std. 4: Access Roads

- Std. 10: Glazing

- Std. 12: Exterior Doors

*Summary of USEUCOM AT OPORD 23-01
effects in application*
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Minimum AT Standards, Overview
*Revised by USEUCOM AT OPORD*

• UFC 4-010-01 Standards
- Site Planning

• 1: Standoff Distances
• 2: Unobstructed Space
• 3: Drive-Up/Drop-Off Areas
• 4: Access Roads
• 5: Parking Beneath Buildings or on  

Rooftops
- Structural Design

• 6: Progressive Collapse Resistance
• 7: Structural Isolation
• 8: Building Overhangs and  

Breezeways
• 9: Exterior Masonry Walls

- Architectural Design
• 10: Glazing
• 11: Building Entrance Layout
• 12: Exterior Doors
• 13: Mail Rooms and Loading Docks
• 14: Roof Access
• 15: Overhead Mounted Architectural  

Features
- Electrical & Mechanical Design

• 16: Air Intakes
• 17: Mail Room and Loading Dock  

Ventilation
• 18: Emergency Air Distribution Shutoff
• 19: Equipment Bracing
• 20: Under Building Access
• 21: Mass Notification
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• Std. 6: Progressive  
Collapse

- Localized failure =>  
overloading and failure of  
adjoining members

- Disproportionate damage

- Required for new buildings
≥ 3 stories

Minimum AT Standards, Std. 6 Prog. Collapse
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Minimum AT Standards, Stds. 15 & 19

- Std. 15: Overhead Mounted  
Architectural Features

- Std. 19: Equipment Bracing

If > 14 kg, special mounting and 
design requirements 

Brussels Airport Bombing 2016
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Additional Requirement Sources
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Theater Specific Requirements
• USEUCOM AT OPORD 23-1, 
Annex D (v2023), key contents:

‒ Each installation shall have at least one 
engineer with SET

‒ Reinforces requirements for Local DBT 
(installation-wide) and Facility DBT (asset 
based); distinction, when, who

‒ Additional minimum tactics e.g. standoff 
for stationary and moving VBIEDS

‒ Guidance for implementation and 
technical design specifications

‒ Required AT documentation submissions 
from planning through construction

‒ Process to request relief from AT 
Construction Standards
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Theater Specific Requirements
• Other EUCOM design guidance

‒ Additional applicability considerations: 
‒ Mitigation of Moving VBIED with existing building projects
‒ Building additions, 50% threshold  
‒ Building renovations, can require elimination of existing parking 

but not roadways  

‒ Guidance for fragment retention film and blast curtains e.g. labeled 
design life 

‒ Ballistic protection requirements for permanent guard booths at 
control points
‒ Minimum UL 752 Level 5 

for all frontal components
‒ Minimum UL 752 Level 3 

for all non-threatened sides
‒ Glazing will be no spall rated
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• Army Europe Regulation 525-13  
Antiterrorism, Appendix E, Antiterrorism 
Construction  Standards

- Perimeter countermobility
- Access Control Point (ACP) search procedures
- Centralized parking & cantonment areas
- Active shooter (UFC 4-023-10 Safe Havens)
- Facility operation and response plan

• The Army Standard for Access Control Points:
‒ Definitive design requirements e.g. back-up generator and UPS

• DoDEA Protection Criteria 4-010-01:
‒ 36 Standards of physical security and antiterrorism criteria following 

similar structure and intent of UFC 4-010-01; additional school-specific 
considerations e.g. lockdown interior doors

Other Specific Requirements
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Facility Design Basis Threat
UFC 4-020-01
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• UFC 4-020-01 DoD Security  
Engineering Facilities Planning  
Manual

- Chapter 3 describes steps to perform  
facility design basis threat (DBT)

- Risk-asset management to establish  
protection thresholds

- Chapter 4 describes design strategies
- Appendixes list cost impacts

Facility DBT
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• UFC 4-020-01 Chapter 3, Design Criteria Development
- Risk is function of criticality, threat, and vulnerability
- Step 1: Convene the planning team
- Step 2: Identify assets
- Step 3: Determine asset value
- Step 4: Identify aggressor likelihoods
- Step 5: Identify tactics and threat severity levels
- Step 6: Consolidate into initial design basis threat (DBT)
- Step 7: Determine initial level of protection (LOP)
- Step 8: Determine planning risk levels
- Step 9: Assess acceptability of risk levels
- Step 10: Identify user constraints

Facility DBT
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Facility DBT, Asset Value
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Facility DBT, Levels of Protection
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• Medium LOP to blast event
- Building: minor damage, repairable
- Glazing: fracture, but remain in frame
- Human: injuries, but fatalities unlikely

Facility DBT, Protection Performance
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Facility DBT, Aggressor Likelihood

0.64
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Facility DBT, Example Worksheet
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Facility DBT, Threat Parameters
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Facility DBT, Threat Parameters
• Custom threat tactics and protection thresholds also 

possible e.g. sUAV surveillance/IEDs
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Facility DBT, Threat Parameters
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• UFC 4-020-01 Chapter 4, Protection Design Strategies
- Vehicle bomb tactics (stationary & moving)
- Hand delivered devices
- Indirect fire weapons
- Direct fire weapons

- Low LOP: block sightlines
- High LOP: harden building elements (e.g. 4” RC for 7.62mm)

- Airborne contamination tactic
- Waterborne contamination tactic
- Waterfront attack tactic
- Forced entry tactic

− Low LOP: 1 min. delay
− High LOP: 15 min. delay

- Covert entry tactic
- Visual surveillance tactic

Facility DBT, Protection Parameters
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AT in Project Lifecycle

ConstructionDesignPlanning

• Determine Design Basis Threats and Levels of Protection using 
UFC 4-020-01 Chapter 3. 

• List all required features in planning documents (e.g. SOW, PWS, 
DD1391 for MILCON).

• Stay engaged with design progression and participate in design 
reviews (35%, 65%, 95%) to ensure AT features are incorporated 
as required in prev. planning documents and governing standards.

• Stay engaged with construction progression and perform site 
inspections to ensure constructed AT features match design.

• Individual Buildings

• Also, AT in Area Development Plans
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• IMCOM-E, US Army Garrison Staff
• Antiterrorism Officer
• Physical Security Officer
• Chief of Protection
• DPW Engineer with Security Engineering 

Training

• Higher Headquarters
• GOFP e.g. V Corps
• USAREUR-AF 

• USACE Europe District

• AEs

AT Roles in the DoD Structure



Stronger Together! As of: 23 Aug 23Scott Turygan, P.E. / USAREUR-AF G34 AT
314-537-3131 / scott.d.turygan.civ@army.mil

UNCLASSIFIED

UNCLASSIFIED 42

• Defense in depth
- Deter
- Detect
- Deny
- Delay
- Defend

• Sitework, building,  
equipment, operations

• Multiple disciplines
• Regular assessments

Holistic Approach
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• Engineering References
- USAREUR-AF Antiterrorism Engineering SharePoint page: 

https://armyeitaas.sharepoint-mil.us/sites/USAREUR-AF_G34-
AT/SitePages/Engineering.aspx

- Whole Building Design Guide, Unified Facilities Criteria Library
- U.S. Army Corps of Engineers, Protective Design Center

− Software (facility DBT, blast analysis, structural member and windows  
analysis), Engineering Technical Letters & Reports, UFCs, Std. Drawings,  
DoD Anti-Ram Vehicle Barrier List

- FEMA 426, Ref. Manual to Mitigate Potential Terrorist Attacks Against Buildings
- USEUCOM Antiterrorism Operations Order 23-01
- US Army Europe Regulation 525-13 Antiterrorism
- Joint Forward Operations Base, Protection Handbook (GTA 90-01-011)
- Department of Homeland Security, Interagency Security Committee Standards
- U.S. Department of State, Foreign Affairs Manuals and Handbooks

• Threat Information
- West Point, Combatting Terrorism Center
- University of Maryland, Global Terrorism Database
- Terrorism Research Initiative, Perspectives on Terrorism
- Department of Homeland Security, National Terrorism Advisory System

References and AT Engineer Resources

https://armyeitaas.sharepoint-mil.us/sites/USAREUR-AF_G34-AT/SitePages/Engineering.aspx
https://www.wbdg.org/ffc/dod/unified-facilities-criteria-ufc
https://www.nwo.usace.army.mil/pdc/home/
https://www.fema.gov/media-library/assets/documents/2150
https://www.dhs.gov/isc-policies-standards-best-practices
https://fam.state.gov/
https://ctc.usma.edu/
https://www.start.umd.edu/gtd/
http://www.terrorismanalysts.com/pt/index.php/pot
https://www.dhs.gov/national-terrorism-advisory-system
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USAREUR-AF AT Eng. SharePoint
https://armyeitaas.sharepoint-mil.us/sites/USAREUR-AF_G34-AT/SitePages/Engineering.aspx 

Page Contents:
- Eng. References

- EUCOM AT OPORD
- Software

- DBT Analysis Spreadsheets
- Instructions

- ATO roles for AT Eng. 
- Templates

- DD1391 Tab G
- Design Review Memo

- News
- Upcoming trainings 

- Contact Info
- SET staff at each installation
- G34 AT Engineers

- AT Construction Tracker
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• AT Requirement Sources

• Minimum AT Standards

• Additional Requirement Sources

• Facility Design Basis Threat

• AT Responsibilities and Roles

Summary
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Questions & Discussion

Scott Turygan, P.E., PMP
US Army Europe and Africa
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ATFP Application on Direct Contracts 

USACE Goals and Expectations for AEs: 

 Provide designs that comply with the applicable ATFP criteria
 AE knowledgeable in all applicable ATFP standards
 AE capable in running blast design calculations on new and existing 

buildings (SBEDS)
 AE knowledgeable in how to specify ATFP compliant components 

such as windows
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ATFP Application on Direct Contracts 
USACE Roles and responsibilities

Indirect Contracts (Bauamt projects):
 Per ABG 75: Provide detailed applicable US Code requirements:
 For ATFP:

 Interpret DBT
 Provide ATFP assessment: 
Lays out detailed requirements on ATFP applicable standards, standoff 
requirements, etc, addresses EUCOM OPORD

 Review design documents against code requirements/assessment

Different for direct AE contracts
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ATFP Application on Direct Contracts 
USACE Roles and responsibilities

Direct Contracts:
 Prepare AE SOW, identify project scope requirements
 Review design documents against AE SOW and 

Code requirements
 Support Code interpretation 
 Support Garrison on DBT assessments upon request from Garrison 

ATO
 Note: No USACE ATFP Assessment on direct projects

NOTE: DBT ≠ ATFP Assessment
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ATFP Application on Direct Contracts 
AE SOW Requirements

 (j) ATFP Site Plan – Provide a site plan clearly showing standoff distances, 
unobstructed space, active and passive barriers in accordance with antiterrorism 
requirements. (NOTE => This is an individual drawing)

 (4) ATFP compliance narrative;
 (a) All documents required to demonstrate compliance with UFC 4-010-01 and 

HQ USEUCOM AT OPORD 23-01;
 (b) Narratives of how each applicable standard is met;
 (c) Applicable explosive weights and levels of protection;
 (d) Standoff distances provided, the unobstructed space, to include active and 

passive barriers systems, must be clearly shown on an ATFP Site Plan;
 (e) Blast resistant window system and supporting structure calculations or test 

results;
 (f) Building element dynamic analysis and design calculations for exterior wall 

and roof construction per UFC 4-010-01 and HQ USEUCOM AT OPORD 23-01. 
 (g) Progressive collapse calculations (where applicable)
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ATFP Application on Direct Contracts 
Example ATFP SITE PLAN: 
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ATFP Application on Direct Contracts 

Typical issues:

 No or inadequate ATFP Compliance Narrative in Design Analysis 
Report 

 No or inadequate ATFP site plan in Design Package
 ATFP Charrette decisions and agreements not transferred into 

concept design => Unclarity, documentation, misunderstanding?
 No or inadequate consideration of EUCOM AT OPORD 
 No consideration of DBT as it relates to UFC 4-010-01 => App. B
 Incomplete Windows specs 

(Performance, Load, Technical requirements)
 New window support at walls specified without support calculations 

of existing systems.
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ATFP Application on Direct Contracts 

USACE NAU Support

 Consult on ATFP code interpretation
 Facilitate reach back support to USACE PDC 
 Provide ATFP window specification template
 Provide SBEDS software (through UDACE PDC)
 Provide Codes and Standards 
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USACE EUROPE DISTRICT- ATFP ENGINEERING 
GUIDELINE

02-2011 AT Glazing Requirements for D-B-B projects  - JAN 2022
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