
General Membership Luncheon Meeting
18 January 2024, 11:30 a.m. – 1:00 pm
Cafe Cino Private Room, Hilton Guam

AGENDA
Lunch
Pledge of Allegiance
Welcome visiting/new members and guests!

Opening Remarks Chuck Hazzard III, PMP
SAME Guam Post, President

Member Spotlight Amentum
David J. Gillihan
Vice President of Operations, Critical Missions

Main Presentation Introduction to Cybersecurity Maturity 
Model Certification (CMMC)
Marianas Information Technology Services (MITS) 
Plamin Rabino, Sr. Cybersecurity  Lead
Bryan Pablo, Assist IT Manager

Guam Post February 22, 2024
EALS Week Joint Membership Meeting, Hyatt Regency Guam

February 23,2024
Charlie Corn Scholarship Application Deadline

National February 14-16, 2024
Career Transition Workshop (Linthicum Heights, MD)

February 18-24, 2024
Engineer’s Week

March 25-27, 2024
Capital Week (Rockville, MD)

May 14-16, 2024
Joint Engineer Training Conference (JETC) & 
Expo (Kissimmee, FL)

Adjourn 



Member Spotlight

David J. Gillihan
Vice President of Operations, Critical Missions



David Gillihan is Vice President of Operations for Amentum’s Critical Missions Business Unit, Logistics and Supply Chain Sector. In this 
capacity, he is responsible for overseeing 13 different Engineering and Installation Support Task Orders throughout the Middle East, 
Africa, Japan, and the United States, with a combined contract value of over $600M.

A graduate of the University of Miami, FL (B.S, Mathematics) and the University of Colorado (M.S., Telecommunications), David held 
numerous leadership positions during his 20-year U.S. Air Force career, including Director of the U.S. Air Force Warfare Studies
Institute, Program Director for the Office of the U.S. Security Coordinator for Israel and the Palestinian Authority, Command

Pilot/Flight Examiner, and Political/Military Affairs Officer. He has extensive experience conducting operations throughout the Middle East, Southeast/Central Asia, 
and Pacific, and was one of a select group of pilots qualified to lead missions into austere locations throughout Alaska, supporting Long Range Radar sites within the 
Arctic Circle. As a result of his Master’s thesis on Global Positioning System vulnerabilities, David was invited by the USAF’s Phillip’s Laboratory to put his thesis into 
practice by designing hardware that would be flown aboard a successful ballistic missile flight test at the Wallops Island Flight Facility. In addition to his operational 
experience, David is equally at home in the classroom. An enthusiastic and dedicated educator, David was named “Educator of the Year” by the Air Force’s Air 
Education and Training Command for his work as a faculty member at the Air Force’s Air University and selected as “Instructor of the Year” by four separate 
organizations throughout his career.

After his retirement from the USAF David joined DynCorp International, supporting the Department of State’s (DOS) Security Sector Transformation Program in 
Jerusalem. He later served in a variety of positions of increasing responsibility with DynCorp (and later with Amentum) as Director of West Bank Operations, Program 
Manager, and Vice President on 30+ Department of Defense, DOS, and commercial contracts from Afghanistan to South Sudan. In September 2021, David assumed 
oversight of Amentum’s Air Force Contract Augmentation Program (AFCAP) contract, which was recently awarded an Urgent and Compelling contract to support 
typhoon recovery efforts in Guam and Okinawa, Japan. David is currently pursuing his second graduate degree (a Master of Business Administration from Louisiana 
State University) and enjoys long-distance motorcycle touring. He resides in Fort Worth, TX, with his wife Heather, and has two children, Hannah and Nicholas.



























Main Presentation

Plamin Rabino and Bryan Pablo 
Marianas Information Technology Services



Plamin Rabino is the founder of MP Solutions 
Group LLC with over 13 years of experience 
as a private cybersecurity expert for private 
clients and the Department of Defense. Over 
the years, Plamin has worked diligently to 
help private clients and the Department of 
Defense identify and understand 
cybersecurity risks to allow them to make 
better and more informed business decisions.

Plamin maintains his CISSP, CASP, and CMMC 
Register Practitioner certifications. He 
received his Master of Science in Computer 
Science, Concentration in Computer System 
Security from Colorado Technical University. 

Plamin is incredibly passionate about 
cybersecurity training and education for 
everyone. He was an adjunct professor for 
computer science and cybersecurity courses 
at Central Texas College and University of 
Maryland. 

Bryan Pablo is the assistant manager of 
Marianas Information Technology Services 
with over 13 years of experience as an 
information technology and cybersecurity 
professional in the private sectors and the 
Department of Defense. Bryan maintains his 
Security+ Certification and is a CMMC 
Register Practitioner. Bryan is currently 
working on implementing CMMC Level 1 for 
Pacific Rim Constructors with a goal of 
achieving CMMC Level 2 by the end of the 
year. 



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

INTRODUCTION TO

Cybersecurity Maturity Model Certification

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L DS E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

• Locally-owned cybersecurity company. Our goal is to be the primary 
CMMC- implementation and assessment service provider on island. 
CMMC is all we do.

• Team is composed of IT and cybersecurity specialists, each 
with an average of 10+ years of experience in information 
technology and digital world.

• Team is comprised of local CMMC-accredited specialists

• Accredited by CyberAB
• Registered Practitioner by CyberAB (CMMC Level 1)
• Registered Practitioner Advance by CyberAB – Pending 

(CMMC Level 2)



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

CYBERSECURITY
Volt Typhoon has been 
active since mid-2021 
and has targeted critical 
infrastructure 
organizations in Guam
and elsewhere in the 
United States. In this 
campaign, the affected 
organizations span the 
communications, 
manufacturing, utility, 
transportation, 
construction, maritime, 
government, 
information technology, 
and education sectors. 
Observed behavior 
suggests that the threat 
actor intends to perform 
espionage and maintain 
access without being 
detected for as long as 
possible.



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

What is CMMC
The Cybersecurity Maturity Model Certification (CMMC) is a major Department of 
Defense (DoD) program built to protect the defense industrial base (DIB) from 
increasingly frequent and complex cyber-attacks.

• Ensure US contractors in the defense 
industrial base meet specific cybersecurity 
standards. 

• Contractual requirements. Private 
companies must achieve a specific CMMC 
level to bid on and secure defense contracts.

• For private contractors, it protects 
intellectual property and sensitive 
information from cyber threats and 
enhances cyber resilience.



CMMC Level 3
• Expert - Must have 

standardized and optimized 
processes in place.

• Additional enhanced practices 
that detect and respond to 
changing tactics, techniques, 
and procedures (TTPs) of 
advanced persistent threats 
(APTs).

• Capabilities include having 
resources to monitor, scan, and 
process data forensics.

Definition and Examples

Controlled Unclassified Information (CUI)Federal Contract Information (FCI)

Controlled Technical Information 
(CTI)

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Basic Safeguarding
• Contract Information
• Proposal Responses
• Emails exchanged with DoD or 

defense Contractor
• Contract Performance Reports
• Process Documentation
• Organization/Programmatic 

Charts

Broad Protection of CUI
• Information Systems Vulnerability 

Information
• Personally Identifiable Information
• Research & Engineering Data
• Engineering Drawings
• Specifications
• Standards
• Process Sheets
• Manuals
• Technical Reports

Reducing the Risk from Advanced 
Persistent Threat (APT)
• Details to be released at a later date

CMMC Level 1
• Foundational - Demonstrate 

basic cyber hygiene practices. 
Ensuring employees change 
passwords regularly to protect 
Federal Contract Information.

CMMC Level 2
• Advanced - Standardized management 

plan to implement good cyber hygiene 
practices to safeguard CUI. Including 
all the NIST 800-171 r2 security 
requirements and processes.



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

SECURING YOUR CONNECTION TO THE DIGITAL WORLD

How CMMC Works?

Level 2 Requirements
Plus 35 controls from 

NIST SP 800 -171

110 Controls 
Based on NIST SP 800-171

plus 61 NFO controls from
NIST SP 800-171

17 Controls
Based on FAR 52.204-21

Tri-Annual Assessment by DoD

Tri-Annual Assessment by Certified 
Third-Party Assessor 
Organization (C3PAO)
Information critical to national security

Level 1 
FOUNDATIONAL 

(FCI)

Level 2
ADVANCED 
(FCI & CUI)

Level 3
EXPERT 

(CUI & CTI)

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

BASIC ASSESSMENT 
(Score submission to SPRS)

Annual Self-Assessment
Score submission to SPRS
Can be audited anytime
Company official liable under 
the False Claims Act



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

SECURING YOUR CONNECTION TO THE DIGITAL WORLD

How CMMC Works?

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

FCI

Specifications (FCI/CUI)

Contract Terms (FCI/CUI)

Subcontractor 
CMMC L2

Subcontractor – CMMC L1

Commercial Off the Shelf –
No CMMC

Prime 
Contractor (CMM

C L2)

Supply Chain & Defense Industrial Base



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Implementation Timeline

2021

September 2021
DoD oversee 76 pilot contracts 
adhering to CMMC

2023
2024

PHASE 1
Q4 2024
CMMC LVL 1 & 2
Become a condition
for contract awards. 

2025

PHASE 2
Q3 2025 
DOD Implement CMMC 
Level 2 certification 
requirement to contract 
awards

2026

PHASE 3
Q3 2026
CMMC Level 3 
Certification 
Requirements to all 
contract awards

2027

PHASE 4
Q3 2027 
CMMC Full 
Implementation
DoD will include all 
CMMC requirements in 
contracts including 
existing contracts.

Q1 Q4Q3Q2 Q1 Q2 Q3 Q4

Present Day 9 months 17 Months

How much time do we have?

Q4 2025 every business in the DIB 
must be compliant with CMMC.

20 Months

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Today
Basic Assessment 
Registration to SPRS
for all DoD contractors prior to 

awarding any federal contracts 



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Access 
Control
4 Practices

Access 
Control
4 Practices

Identification  
& 

Authentication
2 Practices

Identification  
& 

Authentication
2 Practices

Media 
Protection

1 Practice

Media 
Protection

1 Practice

Physical 
Protection

4 Practices 

Physical 
Protection

4 Practices 

System & 
Communications 

Protection
2 Practices

System & 
Communications 

Protection
2 Practices

System 
Information 

Integrity
4 Practices 

System 
Information 

Integrity
4 Practices 

CMMC Level 1 Requirements
6 Domains | 17 Security Controls

No Plan of Action and Milestone (POAM) on this level 
S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

2024

9 months



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Access 
Control

+18 Practices

Awareness & 
Training

3 Practices

Audit & 
Accountability

9 Practices 

Configuration 
Management 

9 Practices

Identification  
& 

Authentication
+9 Practices

Incident 
Response
3 Practices

Maintenance
6 Practices

CMMC Level 2 Requirements
14 Domains | 110 Security Controls

Media 
Protection
+8 Practice

Personnel 
Security 

2 Practices

Physical 
Protection
+2 Practices 

Risk 
Assessment 

3 Practices

Security 
Assessment 

4 Practices

System & 
Communications 

Protection
+14 Practices

System 
Information 

Integrity
+3 Practices 

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

20 Months
2024 2025



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Why you need CMMC?

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

• Contractual Requirements

• Protects Sensitive Information

• Enhanced Security Practices

• Supply Chain Security

• Competitive Advantage

• Risk Mitigation

• Adaptability to Evolving Threats



S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Contact Information

S E C U R I N G  Y O U R  C O N N E C T I O N  T O  T H E  D I G I T A L  W O R L D

Plamin Rabino, Sr. Cybersecurity Lead
Bryan Pablo, Assistant IT Manager
Email: CMMC@mitspacific.com

Questions?
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